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Having been with the company since its very early days, 
Matthew has developed a deep understanding of Titus 
products and their importance in the market.

NO SECURITY SOLUTION IS AN ISLAND 

When you think about it, the Zero Trust model is 
like all great inventions: Brilliant in its simplicity. 

Because while the idea of not trusting (and 
constantly verifying) any and all devices, 
systems, or people within your IT framework 
may sound unduly harsh or complex at first, the 
logic – and utility – behind it is undeniable.

Before Zero Trust appeared in 2010, most took 
a “castle-and-moat” approach to IT security 
– design and build your ecosystem to keep 
threats out of your network, while assuming 

everyone within your carefully constructed 
walls is friendly. But as the rate and scale of 
data breaches and threat types have grown, 
this approach has become untenable. A Zero 
Trust model guards against practically any 
eventuality, be it an insider threat, an employee 
mistake, or hackers who have quietly breached 
your perimeter. 

But for Zero Trust to really work, organizations 
need to know where their sensitive data is 
stored, when it’s created, and how it gets used 
and shared. And that’s where Titus comes in: 
We provide valuable context to your security 
ecosystem, increasing the accuracy and 
effectiveness of your data loss prevention 
(DLP) technologies and making a Zero Trust 
architecture orders of magnitude more effective.

By integrating data identification and 
information protection into everyday workflows, 
Titus software has always followed a Zero Trust 
mentality – even before Zero Trust officially 
became a thing.
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the Editor



In a Zero Trust world, there are 
no trusted devices, systems, 
or people. This doesn’t mean 
that people are fundamentally 
untrustworthy; it means that they 
generate data packets which 
appear to be coming from them – 
and sometimes it isn’t them. 

— John Kindervag 
          Field CTO of Titus partner Palo Alto Networks,  
          and creator of the Zero Trust model 





BECAUSE TITUS HAS FOCUSED ON IDENTIFYING 
AND CLASSIFYING SENSITIVE DATA WITHIN 
EMAILS, DOCUMENTS AND COMPANY SYSTEMS 
SINCE OUR FOUNDING IN 2005, WE’VE ALWAYS 
PROVIDED A UNIQUE VALUE FOR ORGANIZATIONS 
– MOST OF WHOSE OTHER SECURITY SOFTWARE 
SOLUTIONS WERE DESIGNED TO DEFEND  
THE PERIMETER. 

AS ZERO TRUST ARCHITECTURES HAVE BECOME 
MORE POPULAR IN THE FACE OF A GROWING ARRAY 
OF THREATS (AND DATA PRIVACY REGULATIONS), 
HOWEVER, TITUS’S VALUE AS THE GLUE THAT 
BINDS THE REST OF YOUR SECURITY STACK HAS 
BECOME MORE IMPORTANT THAN EVER. 

Titus provides crucial data context that connects 
every other part of the Zero Trust ecosystem, 
including identity management, firewalls, 

Zero Trust 
architectures 
in the face of a 
growing array 
of threats



automation and orchestration, device security, workload 
security, and threat analysis. This data context is vital 
because without knowing where all your sensitive data 
resides, who has access, and how it is used and shared, even 
the most well designed Zero Trust architecture is actually 
flying blind.

What is Zero Trust?

Let’s back up a moment, though, and explain the thinking 
behind Zero Trust. A Zero Trust security framework revolves 
around the concept that organizations should not trust 
anything either inside or outside their security perimeter 
– be it a user, a piece of data, a device, an application, or 
anything else – without checking it out and verifying it as 
safe. When it first appeared Zero Trust collided hard against 
the old “castle and moat” approach to IT security, but with 
data breaches and threat types growing every year, it was 
clear the previous approach needed improvement. 

Indeed, these days cybersecurity threats can come from 
anywhere – even inside your own organization. But 
according to a Cybersecurity Insiders study, a whopping 
90% of organizations say they’re vulnerable to internal 
bad actors (never mind external threats who have already 
penetrated their systems undetected).

The Zero Trust framework has grown quickly in popularity 
for these and other reasons, another one being that it 
doesn’t require much CapEx to get off the ground – most 
companies can use their existing security stacks, more 
or less, to create a Zero Trust environment. Zero Trust 
is instead a new way of rearchitecting and redesigning 
networks using next-generation processes like multi-factor 
or two-factor authentication (MFA or 2FA), stringent network 
access policies, microsegmentation, and least privilege 
permissions so users, partners and apps can only access the 
data they need to do their jobs. 

Zero Trust networks are segmented into batches of smaller 

“THIS IS A CRITICAL POINT: AS RECENT MEDIA 
COVERAGE HAS SHOWN, MANY DATA BREACHES 

INVOLVE BAD ACTORS WHO, ONCE THEY’VE 
GOTTEN IN, HAVE HAD UNFETTERED ACCESS TO 
A COMPANY’S SYSTEMS FOR MONTHS BEFORE IT 

BELATEDLY DISCOVERS THE PROBLEM.”

Indeed, these days cybersecurity threats can come from 
anywhere – even inside your own organization. But according 
to a Cybersecurity Insiders study, a whopping 90% of 
organizations say they’re vulnerable to internal bad actors.



perimeters – rather than one big one – each with 
strict authentication measures. This ensures 
that even if an external threat actor does quietly 
compromise your outside perimeter security, 
they can’t move freely around your system. They 
don’t have a clear path to sensitive data troves. 
And the chances they’ll be caught (or simply get 
frustrated and give up) are far, far higher. This 
is a critical point: As recent media coverage has 
shown, many data breaches involve bad actors 
who, once they’ve gotten in, have had unfettered 
access to a company’s systems for months before 
IT belatedly discovers the problem.

A new way of thinking about data

Zero Trust is about redesigning systems, to be 
sure, but it’s also a new way of thinking about 
data for many organizations – specifically 
sensitive data, which at the end of the day is 
usually what bad actors are looking for, anyway. 

Forrester says Zero Trust compliance rests on two 
foundational pillars: Strong identity and access 
management, and a mature data identification 
and classification framework. To implement a 
true Zero Trust framework, then, organizations 
must know their sensitive data intimately. But 

that’s a lot harder than it used to be in the age of 
increased data volumes, velocities, even new data 
types such as streaming, IoT or clickstream data. 
Faced with such a deluge, many organizations 
struggle with real-time data identification, 
classification and protection of sensitive 
information both at rest and at creation.

That’s why Titus’s ability to first identify and 
then provide critical context around all your 
data is designed to work hand-in-hand with your 
downstream security solutions, ensuring a critical 
first step in the Zero Trust security framework. 
Titus provides vital intelligence to perimeter 
security tools through data identification 
technologies, backed by machine learning and 
deep learning, that simplify and accelerate 
the classification of sensitive data. Persistent 
classification metadata applied to documents 
and emails can be leveraged by your entire 
downstream security stack, making true Zero 
Trust attainable in more than name only. The 
scalable Titus solution also integrates seamlessly 
with other security tools.

The data context provided by Titus data 
identification and classification is like the 
sinew binding all other pieces of the Zero Trust 
ecosystem, and with the flexibility to fully 
automate the handling of sensitive information 
within day-to-day workflows, provides a strong 
Zero Trust foundation by proactively identifying 
and classifying sensitive data.  With Titus you can 
easily define your data to understand what you 
must protect, where, and how, and accelerate 
your journey to a Zero Trust network.

MANY ORGANIZATIONS STRUGGLE 
WITH REAL-TIME DATA IDENTIFICATION, 
CLASSIFICATION AND PROTECTION OF 

SENSITIVE INFORMATION.
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WHAT’S NEW

Let’s talk about Zero Trust

Former Titus Senior Vice President, Strategy 
Mark Cassetta talks about how data 
protection efforts can play an integral role in 
Zero Trust.

Read More

Titus Talks Security Podcast 
 Ep. 5 – Paul Starrett, Veralex

Veralex CEO and Chief Data Scientist Paul 
Starrett discusses what organizations can 
do to keep up with an increasing number of 
privacy regulations, and how to implement 
a strategy that involves the right mix of 
machine learning technologies to identify 
and protect data.

Read More

WHAT’S NEXT

New video series

Have you seen the latest from Titus social 
media campaign? These videos might not 
be serious, but your data protection is.

Watch Videos

https://titus.com/blog/data-protection/lets-talk-about-zero-trust
https://titus.com/blog/podcast/ep-5-paul-starrett-titus-talks-cybersecurity-podcast
https://titus.com/serious-data-protection
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