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Employees send emails, create documents, and upload files to internal 
servers and cloud applications every day—and the volume of data is growing 
exponentially. How can you ensure that sensitive data remains secure without 
burdening your end users with time-consuming and confusing workflows?  

The best way to protect sensitive data is to restrict access to these files to only 
a select group of individuals. Identity Management solutions can define groups 
based on a number of parameters—department, role, security clearance, 
region, office location, etc. The question is, how does your data protection 
solution know how to treat any particular file?

Start with data classification
Data classification is the foundation of any data security solution — within the 
corporate firewall and in the Cloud. You can’t protect your data when you don’t 
know enough about the contents of files to handle them properly. 
 
What does a classification solution look like in the real world? Once a user has 
created a file or an email, a classification solution scans the file to accurately 
identify the sensitivity of the data, injects metadata that can be read by the 
entire security ecosystem, and, finally, a policy engine determines what 
actions to take. The classification process can be guided (asking the user to 
confirm the recommended classification level), or automated (applying the 
classification level automatically, without user input). 

Titus classification & Vera encryption 
Company policy might determine that a sensitive file, classified by Titus as 
Restricted, must be encrypted before it can be shared via email or stored in the 
Cloud. The Restricted classification triggers the Vera Client to automatically 
encrypt the file, without any input required by the user. Titus embeds 
unencrypted classification metadata in the header of the encrypted file, 
resulting in a protected file with machine readable classification information.

The file is now encrypted, but other security products like DLPs, CASBs, ets are 
still able to read the metadata that contains the data classification value.

Benefits
Titus’ enterprise-grade classification solution embeds rich metadata into 
emails, files, and documents, helping organizations understand what data they 
have. The metadata offers partners in the security ecosystem visibility into 
classification and sensitivity levels or all files.

About  Vera

Vera is the data-centric security 
solution leader enabling businesses 
of all sizes to secure, track and share 
any kind of data, no matter where it’s 
stored or located. 

With robust policy enforcement, strong 
encryption and strict access controls, 
Vera’s data-centric security solution 
enables employees to collaborate 
freely while ensuring a high level of 
security, visibility and control. 

For more information, visit
www.vera.com.
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About Titus
Titus is a leader in providing solutions that enable businesses to accelerate 
their adoption of data protection. Millions of users in over 120 countries 
trust Titus to keep their data compliant and secure, including some of the 
largest financial institutions and manufacturing companies in the world, 
government and military organizations across the G-7 and Australia, and 
Fortune 2000 companies. To learn more about how Titus can help with CUI 
and CNSI marking and metadata programs visit www.titus.com.
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The VERA-Titus integration employs a powerful combination of enterprise-grade classification and file-level security. 
This helps organizations to better understand and categorize the data they have as well as secure that data wherever 
it travels. Both technologies also compliment other security solutions used to protect data at rest and the flow of data, 
such as CASB and DLP. All of this serves to dramatically improve an organization’s overall security posture to protect 
against data breaches and having sensitive data fall into the wrong hands.


